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1 )KI Responsive to communication(s) filed on 09 March 2010 . 
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7) E3 Claim(s) 5.10 and 14 is/are objected to. 
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DETAILED ACTION 

The instant application having Application No. 10/599,791 is presented for 
examination by the examiner. Claims 1-23 and 31 are pending. 



Response to Arguments 

The affidavit filed on 3/9/10 under 37 CFR 1 .131 is sufficient to overcome the 
Eggert reference. 

Applicant's arguments, see page 7-9, filed 3/9/10, with respect to the rejection(s) 
of claim(s) 1 -23 and 31 under 35 (JSC 1 03 have been fully considered and are 
persuasive. Therefore, the rejection has been withdrawn. However, upon further 
consideration, a new ground(s) of rejection is made in view of previously cited 
references "End-Host Mobility and Multi-homing with Host Identity Protocol" and 
"Integrating Security, Mobility, and Multi-homing in a HIP way" (both cited on PTO-892 
filed 10/22/08). 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the invention 
was made. 
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Claims'! -3, 6-9, 11-13, 15-20, 22, 23, and 31 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over non-patent literature, "End-Host Mobility and Multi-homing 
with Host Identity Protocol" published on June 17, 2003 by Nikander et al., hereinafter 
Nikander in view of "Integrating Security, Mobility, and Multi-homing in a HIP way" 
published in February 2003 by Wall et al., hereinafter Wall. 

As per claim 1 , Nikander teaches a method performed at a gateway node 
[forwarding agent] forming a gateway between a first environment and a second 
environment, of using the Host Identity Protocol (HIP) to at least partially secure 
communications between a first host operating in the first network environment and a 
second, HIP-enabled, host operating in the second network environment (introduction, 
section 1), the method comprising: 

associating an identifier [IP address] at the gateway node [forwarding agent] 
(leases an IP address; page 10, section 4.4.1), 

storing the identifier at the gateway node (page 10, section 4.4); 

sending the identifier to the first host [leased address is sent to requester; page 
10, section 4.4.1]; 

using the stored identifier to negotiate a secure HIP connection to the second 
host [IP addresses are used in HIP exchange; page 8, section 4] 

Nikander is silent in explicitly teaching receiving a session initiation messages 
from the first host, where a source address of the session initiation message comprises 
the identifier and where the session initiation message indicates that a destination of the 
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session initiation message is the second host. In Nikander a triangular routing scheme 
is derived with the use of the forwarding agent. As such, the initiator contacts the 
responder host directly (figure 2). However, Wall teaches that a forwarding agent may 
also be the access router for an initiator host (section 5.3). This same access router is 
the entity responsible for assigning addresses to the host. Therefore if the access 
router and the forwarding agent are one and the same, it would receive a session 
initiation messages from the first host, where a source address of the session initiation 
message comprises the identifier and where the session initiation message indicates 
that a destination of the session initiation message is the second host any time the host 
wants to initiate communication with another host. The access router is responsible for 
the sending messages from the host to the next hop in the communication path. As 
Nikander teaches, the host uses the IP addressed leased from the forwarding agent, as 
the source address to which the responding host replies back. The destination address 
is obviously belongs to the intended target of the communication. Therefore the 
combination of Nikander and Wall meets the claim's requirements because a node's 
access router is responsible for receiving and routing a session initiation message from 
the sender to the recipient. Using an access router as the forwarding agent produces a 
predictable result. The claim is obvious because one of ordinary skill in the art can 
combine known methods which produce predictable results. 

As per claim 2, Eggert teaches the identifier is generated at the gateway node 
(page 12, section 5.1). 
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As per claim 3, Eggert teaches the identifier is generated in response to the 
sending of a context activation request from the first host to the gateway node [FAQ; 
page 12). 

As per claim 6, Nikander teaches the first host is HIP enabled and the secure 
HIP connection is negotiated between the first and second hosts (page 8, section 4). 

As per claim 7, Nikander teaches the identifier is of the same length as an 
address in the addressing scheme used by the first host for communication with the 
gateway node [identifier is the IP address, thus same length; page 10, section 4.4]. 

As per claim 8, Nikander teaches the IP addressing scheme is used and the 
identifier is used as the source IP address in the session initiation message (page 10, 
section 4.4 and page 12, section 5.1). 

As per claim 9, Nikander is silent in explicitly teaching the identifier is a look-up 
identifier associated with a HIP identity tag generated for and associated with the first 
host, allowing the HIP identity tag for the first host to be retrieved at the gateway node 
using the look-up identifier. Wall teaches this limitation as host identifiers are linked to 
IPv6 addresses in order to handle IPv6 addresses transparently (section 4.5). The 
claim is obvious because one of ordinary skill in the art can combine known methods 
which produce predictable results. Mapping the IPv6 addresses [identifiers] to the HIP 
identifiers provides transparent functionality of HIP over IPv6. 

As per claim 1 1 , Nikander teaches the HIP identity tag is included in a HIP 
header during negotiation of the HIP connection between the gateway and the second 
host [host-ID is in FAQ; 5.1 .3]. 
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As per claim 12, Nikander teaches the HIP identity tag is a Host Identity Tag 
(HIT) or a Local Scope Identifier (LSI) (3.1). 

As per claim 13, Nikander teaches the HIP identity tag is generated from a key 
pair (section 1 , generated from public keys). 

As per claim 15, Nikander teaches the identifier is in the form of a IP address 

(4.4). 

As per claim 16, Nikander teaches the first network environment is a mobile 
network environment (section 1 , Introduction). 

As per claims 1 7 and 1 8, Nikander and Wall do not explicitly name what kind of 
wireless network is present. However, Official Notice is taken that UMTS and 3G 
networks are a well known and established type of wireless network. The claim would 
have been obvious because one of ordinary skill in the art could have implemented HIP 
in any of the well known types of wireless networks. 

As per claim 19, Nikander teaches the second network environment is an 
Internet network environment (IP; section 1). 

As per claim 20, Nikander teaches the gateway node provides the functionality of 
a HIP proxy (forwarding agent; section 4.4). 

As per claim 22, Nikander teaches replacing the identifier with an address 
associated with the gateway node as the source address in a subsequent message sent 
to the second host [renewing an address lease; section 5.2]. 
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As per claims 23 and 31 , being of equivalent scope are rejected for the same 
reasons as claim 1 . 

Claims 4 and 21 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Nikander and Wall as applied to claim 3 above, and further in view of USP 6,061 ,346 to 
Nordman. 

As per claims 4, Nikander and Wall fail to teach the context activation request is 
a Packet Data Protocol (PDP) context activation request to activate a PDP context, and 
the identifier is used as the PDP address in the PDP context. Nordman teaches this 
limitations as an identifier of a host is used as a PDP in address in the PDP context 
activation request (col. 9, lines 24-37). Nikander and Wall implement there system on 
IP networks. PDP is used in a wireless extension of the Internet's IP network. One of 
ordinary skill in the art can combine known methods which produce predictable results. 
The combined system of Nikander and Wall in the general IP network can predictably 
be extended to wireless hosts accessing the IP network by their IP identifier. 

As per claim 21 , Nikander and Wall are silent in disclosing the gateway node is 
a GGSN. Nordman teaches the gateway node is a GGSN (col. 7, lines 8-10). 
Examiner supplies the same rationale as recited in the rejection of claim 4 to combine 
the teachings of Nikander, Wall, and Nordman. 
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Allowable Subject Matter 

Claims 5, 10, and 14 are objected to as being dependent upon a rejected base 
claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and all intervening claims. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MICHAEL R. VAUGHAN whose telephone number is 
(571 )270-731 6. The examiner can normally be reached on Monday - Thursday, 7:30am 
- 5:00pm, EST. If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, William Korzuch can be reached on 571-272-7589. The fax 
phone number for the organization where this application or proceeding is assigned is 
571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
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USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/M. R. V./ 

Examiner, Art Unit 2431 



/William R. Korzuch/ 

Supervisory Patent Examiner, Art Unit 2431 



